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In comparison to other electrical grids, the Internet-of-Things (IoT) 
environment of smart grids potentially possesses a more flexible 
network topology and increased demand-side management 
efficiency. Using an IoT environment in the electrical grid comes 
with many benefits, while also posing the risk of opening up the 
grid to security vulnerabilities. To assess these vulnerabilities, 
there needs to be a standard vulnerability assessment methodology; 
however, there is no accepted standard assessment for this 
environment causing a lack of proper security in smart grids. The 
basis of this project is to create a standard operating procedure 
(SOP) for conducting a vulnerability assessment for smart grid IoT 
environments. The SOP will be a step-by-step instruction for the 
proper execution of a vulnerability assessment directed towards the 
IoT network. The foundations of the SOP will come from the 
research of other vulnerability assessments conducted in electrical 
grid systems and testing for vulnerabilities using a simulated IoT 
environment. The environment to be tested is a limited form of 
JupiterMesh which is a robust, low-power industrial IoT wireless 
mesh network used in smart grids. Major protocols of this type of 
IoT environment is Routing Protocol for Low Power and Lossy 
Networks (RPL) which establishes connections between IPv6 
nodes, and IEEE 802.15.4 which defines the operation of low-rate 
wireless personal area networks. The focus of the vulnerability 
assessment is to test for vulnerabilities in the usage of RPL on the 
network layer. A black hole attack is implemented on RPL in the 
environment to show RPL’s vulnerabilities.  After the attack, 
mitigation will be put into effect to attempt to solve the 
vulnerabilities.

Introduction
Materials:
● CyberVan Environment - allows a user to access the 

JupiterMesh environment via web browser.
○ 8 Linux machines (Nodes 1-8) connected together through 

RPL and IPv6.
○ Collector node (C) distributes UDP traffic throughout the 

environment.

Black Hole Attack Results:
● The black hole attack was analyzed using tcpdump on each 

node to discover packet delivery.
● Modifying the rank proved effective.  The code change resulted 

in the rank decrease for node 6 and the domino effect on its 
child nodes.  Node 5’s preferred parent changed to node 6.  
Node 7’s preferred parent changed to node 6.  Node 8’s 
preferred parent changed to node 7.  Node 4 no longer received 
data from node 8 because node 7 is now node 8’s preferred 
parent.

● By using ip6tables on node 6, it cut off UDP delivery past node 
6 and its child nodes.  The ip6tables commands prevented 
traffic from being forwarded, sent, or received by node 6, 
meaning traffic sent or forwarded to node 6 was not delivered.

● Figure 2 represents the topology after the attack and the loss of 
data on the network.

Figure 2:  The red Xs represent loss of traffic between the nodes.  Node 8 is 
still able to send traffic to node 7 but is dropped once it reaches node 6.  
Traffic is dropped for nodes 5, 7, and 2 to node 6.  Notice there is no longer 
connections from 8 to 4, 7 to 3, and 5 to 1. 

Mitigation Results:
● The proposed rank verification ensured verifying the parent 

rank before the node’s rank is changed.
● The code (Figure 3) computes the parent’s max rank and 

compares it to the parent rank value sent from DIO messages.  
The threshold sets a parameter for how much the rank can 
decrease.  If the parent rank is too low, meaning the node can be 
lying, it returns a NULL value to choose another parent.  

● Figure 4 shows the successful results of the rank verification of node 5.  
Node 5 set the preferred parent as node 1 because it no longer sends UDP 
traffic to node 6 due to it having an incorrect rank.

Figure 3: The code taken from node 5 that was modified to verify rank.  The 
old code is commented and the new code implements the old code if the 
verification is successful.  The compute_rank_increase function is part of 
Objective Function 0 which sets the requirements for computing ranks for 
nodes.

Conclusion

● Successfully implemented the black hole attack that hindered 
the communications in the network topology by effectively 
changing the source code in specific nodes  to exploit the rank 
of the network.  

● By detailing the attacks and showing how they were conducted, 
we were successful in showing how a smart grid topology is 
prone to compromise. 

● The mitigations were successful in detecting if the black hole 
attack occurs and correcting the attack against the network. 

● We were able to create an SOP for the detection and mitigation 
of key vulnerabilities in this smart-grid environment.

● Future work would include computing the parent rank using 
hashing algorithms to prevent modification to the values used 
for parent rank computations.
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Figure 1: The DODAG of the environment with Nodes 1-8 as Linux “IoT” 
devices connected wirelessly.  Node C is the collector node that is 
connected by ethernet to node 2 to distribute UDP traffic throughout the 
network.

Black Hole Attack - Attack against topology: 
1. Choose a node to be the malicious node (Node 6 was chosen)
2. Modify the rank of node 6.  The rank is a value that its neighbor 

nodes use to determine the preferred parents.  Rank increases as it 
goes down the DODAG and increases as it goes up the network 
for each node.  Modifying the rank allows greater impact on the 
topology.  RPL code is modified to change the rank.

3. Block UDP traffic distributed by Node C.  Ip6tables is a built in 
firewall for Linux and was used to block traffic.

Mitigation of Black Hole Attack:
● Preventing and detecting the changing of rank for nodes using 

rank verification.
○ Changing the code of RPL to check the rank of the node.

● Detecting packet loss.
○ IDS to detect increased packet loss over certain time intervals.

SOP Methods: A standard operating procedure is a document that 
defines the regularly recurring operations relevant to the quality of 
the  investigation. The purpose of it is to carry out certain operations 
correctly and always in the same manner. The following defines key 
points in constructing our SOP:
● Identifying key areas of concern where our SOP will be useful 

(i.e. identifying key vulnerabilities in the CyberVan Environment)
● After identifying the key vulnerabilities, we identified the top 

three vulnerabilities and answered questions concerning what 
attacks might exploit those vulnerabilities

● Finally we defined measures to identify and mitigate the key 
vulnerabilities

 

Image taken from: https://www.sensorsexpo.com/iot-ecosystem

Results (continued)

Figure 4: Tcpdump of UDP traffic on Node 5.  Notice that traffic is no longer 
sent from node 5 to 6.  It only sends UDP traffic to node 1, a safe node.  
Tcpdump is a built in linux command to monitor traffic

Final SOP: 
● The environment-based SOP consists of:

○ Potential vulnerabilities of JupiterMesh consisting of 
vulnerabilities found in:
■ IEEE 802.15.4 
■ RPL 
■ IPv6

○ Possible measures in identifying and mitigating these 
vulnerabilities.
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