
❖ Developed honeypot to mimic Baxter SIGMA Spectrum Infusion Pump
❖ Uses open source software with minimal cost to the organization
❖ Pre-existing vulnerabilities such as weak authentication and hard-coded 

passwords were previously found on the infusion pump
❖ Raspberry Pi placed as a server on INOVA’s network to deploy virtual 

honeypots
❖ Information generated from the honeypots will be logged and sent to 

processing by the Risk Management team
❖ After successful installation, the organization will be able to deter 

attackers from legitimate systems and identify malicious behavior on their 
network

❖ Create a virtual honeypot server that can automatically inject virtual Baxter SIGMA 
Spectrum Infusion Pump honeypots into the network. 

❖ HoneyD is the software used to create the honeypot server, 
➢ the software will be installed in a device that will act as the head of the server. 
➢ The device that holds the software will be able to configure and deploy the virtual 

honeypots, as well as host any information gained from the honeypots. 

❖ Set up a raspberry pi as a host device: 
➢ The Raspberry Pi will hold the Honeyd software and control all the virtual honeypots 

that they release into the network. To release the virtual honeypots the Raspberry Pi must 
be connected to the router/switch of the network. 

➢  A useful aspect of Honeyd is that it has log feature,  if an actor accesses one of the 
virtual honeypots it will log the attacker’s actions and send the log back to the host 
which will be the Raspberry Pi.

❖ Deployment of the virtual honeypot: 
➢ The Raspberry Pi must be connected on the existing network, 
➢ The design will relies on a  Raspberry Pi running the Honeyd software that will generate 

network traffic between the virtual honeypot and the infusion pump to emulate 
connectivity 

➢ The virtual honeypot is not physically connected to the network but the traffic is being 
routed by the software running on the Raspberry Pi. 

➢ That allows the administrator to shut down the virtual honeypot with  ease and have a 
central device that holds all the logs that the honeypot generates which can then be 
analyzed by the security team. 

❖ In this project we implemented the methodology using a Raspberry Pi with 
HoneyD on a home network. On the home network we tested the 
information logging of the virtual honeypots, by breaching into the 
honeypot and matching the logs with the commands inputted. With the 
success of the proof of concept, it displays that this method works, a 
positive aspect of HoneyD is that it is incredibly scalable.

❖ Our Honeypot represent a Linux 2.2.13 (SuSE 6.3) and four open ports that 
each represent and log a specific service, reference Figure 3,4, and  5.
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Figure 1: Baxter SIGMA 
Spectrum Infusion Pump 

Figure 2:  Virtual Honeypot Deployment
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Figure 3: Attacker attacking a honeypot, 
causing the honeypot to generate reports❖ This project aimed to develop a virtual honeypot solution for the Baxter 

SIGMA Spectrum Infusion Pump
❖ Virtual honeypots were deployed using Honeyd

➢ Allows for easy configuration and management of the honeypots
❖ Although testing was done on a Raspberry Pi, the software can be run on 

heavier hardware
➢ Solution is very scalable

❖ Currently the solution is just for the Baxter SIGMA Spectrum Infusion 
Pump, but it can be easily configurable to replicate other devices

CONCLUSION

❖ Infusion pumps are medical devices used to 
deliver fluids to a patient’s body

❖ Previously standalone devices, now 
communicate in the network

❖ The increased connectivity also increased 
the attack surface for cyber attacks

❖ There is a need to defend these medical 
devices

❖ One form of defense are honeypots which 
are used to divert attackers from harming 
the legitimate systems

Figure 3: Honeypot HTTP Service

Figure 4: Honeypot HTTP Service Log

Figure 5: Honeypot Ports and OS


