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Conclusion

• Geospatial imagery is used to make critical decisions
in domains such as defense, ﬁnancial markets, and
research.

We researched techniques used to detect tampering
in other domains to identify an approach that could
be applied to geospatial imagery:

By using machine learning algorithms to process
geospatial image data, we enable the possibility of:

• Current approaches rely on analysts to identify image manipulations. This process takes time, does
not allow simultaneous parsing of large data-sets,
and introduces the possibility of human error.

• File Hashes: A cryptographic algorithm that creates
a unique identiﬁer for a ﬁle. If any changes are made,
the ﬁle hash will change. This approach is only useful
when the original ﬁle hash is known.

• Feature Extraction: Local Binary Pattern (LBP), is
a two-dimensional texture analysis. It studies the
pixels of a gray-scale image and compares it with its
neighborhood in order to create a predeﬁned set of
patterns. The histogram of the image can be used
as a descriptor.

• It is imperative to ﬁnd a more reliable, practical, and
scalable process to verify the authenticity of these
images.

• Python Scripts: Scripts to detect tampering have
been developed by independent programmers, but
these scripts require a powerful GPU.
• Image Comparison & Google Reverse Lookup: This
feature allows a user to upload an image and Google
will search the web for any instances of that image.
The data acquired can be used for comparison.

• Machine Learning Algorithm: Binary Classiﬁcation
model trained using Ensemble Algorithm, which is
conformed of a set of classiﬁers whose individual
decisions are weighted using Bayesian averaging to
make a ﬁnalized decision.

• Machine Learning: Computational approach that
allows a machine to learn data using mathematical
and statistical algorithms.

An altered image can be used by nation states to inﬂuence public perception of events.
• MH17 (2014): Russian-backed news sources released a satellite image purporting to show a
Ukrainian ﬁghter jet shooting down MH17, which
was later shown to be fake.

• Tampered Images: The Real Images dataset was
used to create tampered samples with Photoshop
and GIMP. The manipulations were done in a manner that could serve an intelligence goal, i.e. adding
or removing airplanes in a military airport.

Fig. 4: Overview of of the Training and Testing process of the Machine Learning
Classiﬁcation Model.

Results
• The ﬁnalized model eﬃciency was tested using the
Testing Database, which contained a brand new selection of images.
• During testing the classiﬁcation model reached a
Correct Classiﬁcation Rate (CCR) of 73%.
• This percentage is acceptable at the moment, but
we believe that there is still room for improvement.

Fig. 2: Picture of the tampered image on the left and the original image of the
wrong model plane on the right.

• Getting reliable results in a faster manner.
This project shows successful preliminary results of
the implementation of Machine Learning Algorithms
to detect geospatial image tampering. We believe that
further research must be done in this area, and that
experiments must also be run on a larger database
than the ones used in this project. At the moment,
there is not an available database of tampered geospatial imagery. Therefore, expanding the current dataset
created by the authors is imperative.
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Database
• Real Images: Hexagon U.S Federal provided 3GB
of high-quality images. To expand this dataset, we
acquired supplementary images from Google and
Google Earth Pro.

• Parsing large databases in a short amount of time.
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Fig. 1: Samples of our dataset of genuine geospatial imagery used in this project.

Risks Analysis

• Detecting small changes in the image pixels that
may not be visible.
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Fig. 3: (a) is an authentic geospatial image; (b) is a tampered sample created
from image (a)
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