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Image of the cyber attack map 
With the world becoming more globally 
and virtually connected, the need for 
cyber security is continuously growing. 
While firewalls and intrusion prevention 
systems provide network protection, a 
solution is needed for security analysts to 
understand where malicious traffic 
originates. Our team has developed a 
Cyber Attack Map (CAM) that visualizes 
the source and target of malicious traffic 
in order to provide a tool for visual 
analysis.  

Introduction 

● This CAM utilizes LuciadRIA to 
visualize potentially malicious IP traffic 
gathered from the firewall. [1] 
 
● For IP address geolocation, the CAM 

uses IP-API, a third-party service. [2] 
 
● A database abstraction API connects 

the SQL database and the front-end 
service, providing easy-to-use API 
calls.  

Method 

1. https://
www.hexagongeospatial.com/
products/luciad-portfolio/luciadria 

2. https://ip-api.com/ 

Resources 

●  In conclusion this project provides Hexagon U.S. Federal a 
visualization tool for analyzing potential malicious activity. With 
the use of LuciadRIA, our team was able to build an efficient, 
lightweight tool to identify the source of suspicious network 
activity. As information is transported all around the globe through 
network packets, these packets of information provide information 
about the sender and receiver. The project presented to Cyber 
Security senior design students allowed for students to analyze the 
packets that are hitting Hexagon, the sponsor's firewall that maps 
the location that the packets are coming from in real time. The 
firewall has to protect a network from a malicious packet.  
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Main Points 
●  The Cyber Attack Map provides a visual representation of 

incoming IP traffic that has been denied by the firewall. By 
mapping the source of the denied traffic, the Cyber Attack Map 
provides a visual analysis tool for determining the source of 
potential malicious traffic. This tool will be used to form a better 
understanding of where rejected IP traffic forms along with the 
rules used to deny the traffic. 
 

●  In order to properly interface with LuciadRIA, a geospatial 
visualization tool provided by the sponsors, the front-end of the 
CAM has been written in Javascript. The team has elected to use 
a SQLite database for persistent storage, utilizing a database 
abstraction API written in Node.js. Additionally, in order to 
properly identify the location of IP addresses, a third-party 
service has been integrated through asynchronous API calls. 
 

●  The figure on the right side displays the CAM data flow. 
 


