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Communications Cyber Security and Reliability Dashboard 
Using Open-Source Data

• We were tasked with the project to develop a network reliability and security dash-
board to serve the requirements of both the FCC and the DHS. 

• Currently, the FCC receive information regarding communications reliability and situa-
tional awareness directly from communications providers (such as Verizon and AT&T). 

• The issue that arises when retrieving this data from providers is that, the data models 
can be hard to change for administrative and legal reasons, making the data anachro-
nistic.

• Communications situational awareness at DHS and the FCC would benefit from a vari-
ety of data sources.

• Our dashboard solution covers nearly all of the aspects and requirements laid out by 
the FCC and DHS. 

• One of the main issues our client was concerned with regarded to stale data           
models from providers. We decided to address this issue by ensuring that our         
dashboard layout would draw from a variety of sources.

• Another issue that we made sure to address related to the collection of our data. The 
data that we decided to collect originated from open-sources, as stated earlier this will 
allow the data to be more readily available, as opposed to receiving data directly from 
service providers , which can require cumbersome rulemakings.

• Our method of acquiring data proved to be successful throughout the entire process, 
with minor difficulties along the way. 

• We decided to acquire data using python scripts; the data was then organized and    
uploaded into our visualization software (Power BI). 

• Overall our dashboard incorporates the necessary metrics with an easy to use layout 
that allows the FCC and DHS to efficiently locate mission critical data.

Problem Statement

Objective

Approach

We were able to obtain data from three different sites. 
These sites include:
• Isitdownrightnow.com
• Istheservicedown.com
• Outage.report.
From these sites, we have been able to successfully scrape different types of data to 
send to the dashboard. Some of the data types we were able to obtain include the 
name of providers, issue type, issue percentage, location, and much more. Upon 
comparing our dashboard with our initial framework, we were able to address all the 
requirements. Shown below are two pages from our dashboard.

Results

Conclusion

Figure 1 above shows the dashboard page with data that was obtained 
from Outage Report. The data includes a Issue Location, provider, and 
number or reported issues. 

Figure 2 above shows the dashboard page with data that was scraped 
from is the service down. The data shown here shows different types of 
issues by providers and overall percentage total. As well as location of the 
issues.
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Data Collection Methods

• We collected data using Python scripts. 
• We used the following Python modules: 
• Pandas to make tables
• Beautifulsoup, to extract HTML code from the website
• Requests to open the website.
• We then used regular expressions to filter out information we needed. 
• The data was then saved to a csv file which can be opened by Power BI.
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• In order to address this issue, our team has developed a dashboard using open-source 
data that displays the requested network metrics in near real-time. 

• To acquire the necessary data from our open-sources, we will be using Python scripts 
in order to scrape websites containing the necessary metrics our client is interested in.

• The success of our project will be measured by the accuracy of the data retrieved, how 
well the dashboard integrates into our client environments, and the visual appeal of 
our dashboard. 


