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Background:
The Department of Homeland Security is the department within
the federal government that is responsible for an amalgamation of
different tasks, but most importantly, and simply put, for securing
the nation. Now that threats are not only physical, but also coming
from the cyber web, the Cybersecurity and Infrastructure Security
Agency was established in 2018 within the Department of
Homeland Security, in order to defend the nation’s critical
infrastructure from incoming cyber threats. Their incident
response and security testing capabilities in order to ensure the
successful and smooth operation of the many departments and
agencies within the government, that are dependent on having and
maintaining safe networks in order to operate successfully.
Anomaly detection would be of interest for an organization who
has so much at stake at the risk of a breach and is adamant on a
quick and equally correct response.
Purpose:
Data is recorded for every event or interaction that occurs within
operating systems or software. This data is called logs, of which
there are many different types. The various types of logs include,
but are not limited to event logs, security logs and management
logs. Different types of software exist in order to hold this data,
and to condense it into a readable format for it to be useful. If it
wasn’t, within seconds there would be hundreds of thousands of
logs that no one would ever sort through and interpret their
meaning. Data visualization is an additional capability provided
by the software. However, having a system, or a method of being
able to detect anomalies through an algorithm, would greatly
relieve the strain of having to sort through all the data that is being
rendered. The purpose of this project is 3to analyze relevant data
and alerting, and creating a corresponding dashboard, which
allows for visualization of the data, we would be creating a system
in which the output could easily be examined and understood.
However, our dashboard would not only display results, but also
detect any anomalies within the data logs and bring those to the
surface in order to make sure they receive the proper attention that
is necessary and required for it. When this occurs, the correct
person, preferably the SOC analyst on duty, is notified so that the
issue that is causing the anomaly can be resolved.

Our project started off with a need for data. We considered the different options we had,
including finding an online dataset, obtaining logs from a source, or by generating our own data
set using virtual machines. We began by generating log files using two virtual machines that we
created and using those to create a JSON file. We then wrote python scripts in order to parse the
data into the information we needed. After creating our deployment, which is hosted on AWS
cloud platform, we tested our JSON log file within our deployment by uploading them and
letting elasticsearch analyze the information. However, the data was not in the format that
elasticsearch recognized, and therefore we were left with two options: to manipulate the data
into the format that was required, or to find new data, a set that was compatible with the elastic
wizard, which accepts the data and transforms it. As was recommended by the Department of
Homeland Security, we chose the second route, where we decided to find a different set of data.
We experimented with many different variations, using Windows system logs, Windows
security logs, and finally, we found what worked best with our project. We used the logs that
were being recorded in real-time, by utilizing the stream live feature. After doing this, we were
able to record the data as it came, and test whether it was accurate. When an anomaly was
detected within our data, it became clearly evident and was brought to the surface. In order to
visualize our results, we created an integrated dashboard by utilizing the particular part of ELK
stack, which is known as Kibana. Within Kibana, we were able to create a dashboard and
choose the metrics and graphs that best displayed our data for visualization.

