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● Perform a compromise assessment using 
threat hunting techniques against the 
configured lab system

● Utilize threat hunting techniques to perform 
host analysis

● Analyze the configured lab system for IOCs
● Compromise assessment report with 

mitigation strategies

● We used ELK Stack Elasticsearch, Logstash and Kibana (ELK stack) to 
hunt for compromises.
○ Elasticsearch: responsible for indexing data and providing the data. It is 

responsible for data operations. Because of its ability to allow real-time 
access to high volumes of a variety of data, it is a good platform to use for 
security analytics

○ Logstash works with some inputs to do some filtering of the data it receives 
and outputs this to Elasticsearch. Data that Logstash receives will be handled 
as events. The events could be log file entries, chat messages, etc. It can read 
multiple logs and then have multiple outputs of these logs

○ Kibana: a web interface that allows for the visualizations of data from 
Elasticsearch

○ Beats: Collect data on the endpoints with sysmon and winlogbeats and sends 
this to logstash

● Hunting Techniques utilized were searching and grouping

● EID 3 - network connection to victim 
machine

● EID 4674 – a service is about to be 
installed, started, stopped, or modified

● EID 12 and 13 – Registry Key was created
● EID 7045 – a new service was installed on 

the system
● EID 1 – PowerShell executes the malicious 

code “Stager”
● EID 13 and 12 – the new service is 

disabled, and the Registry Key was deleted
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Most organizations detect a data breach by an 
adversary too late. It is important to identify adversary 
activity at the initial compromise stage in order to 
contain the activity, develop threat indicators and 
eliminate dwell time. Organizations rely on firewalls, 
intrusion prevention systems (IPS) and other security 
control at the perimeter of the network in order to 
prevent threats from entering the internal networks.  
Companies cannot rely on traditional perimeter defense 
methods anymore. Threat hunting is an approach that 
eliminates breaches much faster than a traditional 
approach. It involves a proactive approach instead of a 
reactive approach in order to detect adversaries and 
remove them from the network.  It involves generating 
a hypothesis, analyzing the evidence, removing the 
threat, and a final report. There are many indicators of 
compromise (IOC) and indicators of attack (IOA) that 
threat hunters look for.  IOCs are the footprints that 
will aid a threat hunter in identifying malicious activity 
on a system. We will employ techniques to hunt for an 
adversary who uses Metasploit psexec module to move 
laterally in a network.

Fig 5. Low-level View of  the 
ELK Stack [15]

 

● The attack scenario involves an 
adversary who dumps hashes from a 
compromised system account 
management (SAM) database and uses 
the hash and Metasploit PsExec module 
to move laterally in a network

● It is assumed that the attacker 
conducted a phishing attack to steal the 
credentials of a user’s SAM database 
account. Once the attacker logs into the 
database he or she gets the hash of the 
administrator’s password which is used 
in the attack

● We collected, analyzed and discussed the threats and data that we 
discovered during the hunt in a remediation plan which based on the 
priority level of the threats. 

● It is important to have a compromise specific strategy for short term and 
long-term containment of high priority threats.

● A compromise assessment with mitigation strategies is written 

TO DO:

1)Add more to Materials and 
Methods… maybe talk about attack 
that was carried out on the 
environment

2)Results
3)Conclusion

We can worry about organizing this 
alot better after everything is added 
we need to talk about

https://resources.infosecinstitute.com/categor
y/enterprise/threat-hunting/iocs-and-artifacts/
source used in highlighted part in 
introduction can site that part

After we implemented the attacks, we 
found some abnormal behavior logs 
such as using administrative 
privileges, creating or deleting 
services,etc. The data and threats that we discovered 
during the hunt will be collected, analyzed, and discussed in 
a remediation plan which is based on the priority level of 
the threats.

Fig 1. Network Diagram of Environment

How Metasploit PsExec works:
● The main things the attacker does to the victim system, using the module, are 

the following:
○ 1. Uses the hash of the administrator password to login to his or her 

account, typically obtained through a separate phishing attack
○ 2. The attacker connects to the Windows Admin$ share and checks whether 

PowerShell (used to execute code) is installed. Administrative shares are 
created by Windows when multiple computers are connected to a network; 
these shares are hidden on the hard drive. It is used to allow administrators 
to access other computers and make modifications

○ 3. Creates a pipe named “NTSVCS”, which allows commands to be sent to 
the victim system, to be able to send commands to PowerShell later on

○ 4. Modifies the Registry by adding a Key which is used for a new service
○ 5. Installs a new service called “Stager”
○ 6. Deploys malicious service “Stager” to Admin$ and launches PowerShell 

to execute it; this malicious service is used to execute malicious code 
intended to achieve the attacker’s objectives

○ 7. Once an attacker has executed malicious code, he or she disables the 
new service and modifies the registry by deleting the key. The attacker 
does this to hide his or her traces

Fig 4. How Metasploit PsExec Works [13]
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Fig 2. Using Hash to Gain Access 
to Admin Account

Fig 8. EID 3

Fig 9. EID 1

Fig 3. Metasploit PsExec Executed 
on Victim Machine 

● Most organizations detect a data breach by an adversary too late
● It is important to identify adversary activity at the initial compromise stage in 

order to contain the activity, develop threat indicators and reduce dwell time
● Threat hunting involves a proactive approach instead of a reactive approach
● The general steps of threat hunting include generating a hypothesis, analyzing 

the evidence, removing the threat, and a compromise report
● There are many indicators of compromise (IOC) and indicators of attack (IOA) 

that threat hunters look for
● An environment was not provided so we configured a lab system and 

implemented an attack against it

Introduction
● Most organizations detect a data breach by an adversary too late
● It is important to identify adversary activity at the initial compromise 

stage in order to contain the activity, develop threat indicators and reduce 
dwell time 

● Threat hunting inoves a proactive approach instead of a reactive 
approach in order to detect adversaries and remove them from the 
network. The general steps for threat hunting includes generating a 
hypothesis, analyzing the evidence, removing the threat, and a final 
report

● There are many indicators of compromise (IOC) and indicators of attack 
(IOA) that threat hunters look for

● An environment was not provided so we configured a lab system and 
implemented an attack against it
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Fig 6. Kibana Discover 

Fig 7. Kibana Dashboard
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